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3Covert Channel

4Firewall

SIntrusion Detection System (IDS)
6Storage Covert Channel

"Timing Covert Channel

$Botnet

“Domain Name System (DNS)
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Distributed

P Address

2Web

3File Transfer Protocol (FTP)
14Packet

1SEncapsulate

16Network layer

"Transport layer

18 Application layer

9Transmission Control Protocol (TCP)
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20Feature extract

2ICorrelation coefficient

22Domain knowledge

23Supervised classification machine learning model
2*Logistic regression

Z3Support Vector Machine (SVM)
Z6Decision Tree (DT)

27KNN: K-nearest neighbors

28 Linear kernel

2Gaussian kernel

30Header

3TLSTM: Long-Short Term Memory
32Unify
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33Hidden layer
3*Whitelist filtering method
3 Wollongong
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Relation between noise and transfer time (no delay between packets)
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